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Abstract: Internet of things is reaching new peaks and rapidly gaining momentum and popularity in many domains of
our daily lives. These domains include vehicles, industry, education, agriculture, hospitals, environmental monitoring
etc. In every aspect, internet of things (IoT) has its marks and milestones which are gradually increasing as the
technology is getting advanced and handy to use. Internet of things (IoT) brings the multitude of technologies and
techniques together with the vision of creating the organized and interconnected world so the communication between
entities can be done in a better, usable and efficient manner. Security, privacy, authentication, and trustworthiness for
the end users is considered to be the main feature for any technology. An important and essential role is played by
security, trust, and privacy for the satisfaction of end users. Most commonly observed requirements for 10T security are
namely authentication, confidentiality and access control. There are several available ways in which security, privacy,
and trust of 10T can be managed in which NFC, RFID, and WSN are commonly used.
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some of these factors are namely security, privacy, and
trust of the end user. There are some limitations which
may bound loT in some spaces. There are some well
know projects in the field of 10T which focused on the
security aspect and their comparison can be seen in

I. INTRODUCTION

There are several available definitions of an Internet
of things which is commonly written in short
abbreviation as "loT". 10T is embedded with several
sensors, actuators, different software’s with the
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Fig. 1 Internet of Things and Applications

There are several scenarios in which loT application
are commonly wused which includes mobility,
transportation, smart homes, smart engineering or
manufacturing methods, smart energy grids and
networks [2].

loT provides the services in a more effective and
efficient way. However, there are some critical factors
that come along with the advancement of technology,

trust in 10T, 10T protocols related to security and issues
and challenges are presented in section V, VI, VII
respectively. Section VIII is about the open challenges
and finally, the conclusion can be seen in section IX.

I1. TRADITIONAL INTERNET AND
INTERNET OF THINGS

The transformation between traditional internet and
internet of things (1oT) is the absence of human role [1].
The services, facilities provided by the applications or



devices used in the internet of things (loT) offers an
effective and efficient benefit to human lives. The words
“Internet” and “Things” is considered to be a single
word now which gives an impression of connecting
different physical devices of different standards from all
around the word on to the internet for the purpose of

Traditional Internet of Things
A Internet (loT)
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content content
Content By generating B)&trlggﬁ'rmg el
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exchanging information [9].

Table 2. Difference between Traditional Internet and loT

I11.  SECURITY, PRIVACY, AND TRUST IN
THE INTERNET OF THINGS

Security plays an important role in terms of usability,
efficiency, and reliability in 10T.

The need for privacy is the core property of
self-actualization in loT. There are several applications
working in many different grounds like patient
monitoring system, traffic control, energy consumption
inventory management, smart parking, civil protection
any many others. Privacy should be guaranteed to the
end user.

After security, the main aspect occurs is the privacy
and with privacy, there is trust (see Fig. 2), according to
the internet of things, trust is also an important aspect or
factor which is developed by the end user when there is
an element of security and privacy in the device.

Some of the key issues and challenges regarding
security, privacy, and trust can be seen in section VII.
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Fig. 2 Dependency of Privacy and Trust on Security

IV. 10T SECURITY REQUIREMENTS

The three basic requirements for the internet of
thing’s security [10][11] are namely
authentication/integrity, confidentiality, and access
control. 10T enables to share, configure, transfer the
data from the end user to the other destination of
different standard, version, protocols etc. To achieve the
goal, security plays a major role from one end to
another.

A. Authentication
loT devices must establish authentication,

non-repudiation, integrity at several levels. Which is
used to help devices to communication between the
users and built the trust among each other [12].

B. Confidentiality
Confidentiality is important for 10T in a way that the

wireless communication between one object to other
different objects is particularly sensitive and vulnerable
to confidentiality threats. Attackers are always snooping
for confidential data and information for their use.
Message or data may easily get intercepted by the
adversaries for the transmitting medium.

C. Access Control
It discusses the permission in the usage of resources

and data assigned to different devices of the wide and
vast area of the 10T networks. Data holder and data
collector are present when dealing with access control
in loT. All the information need to be placed according
to the instruction given by data holders. Data collector
must collect the specific and targeted data so that the
process of authentication and identification of genuine
data holder can be performed.

V. WAYS FOR SECURITY, PRIVACY, AND
TRUST IN loT

Some of the loT core technologies include radio
frequency  identification  (RFID), near field
communication (NFC), wireless sensor networks
(WSN) [13]. Automated information in the internet of
things exchanges between 2 devices or 2 ends takes
place through some communication technologies which
are described below [14].

A.NFC
Near field communication (NFC) is a type of

contactless communication which is considered to be
the important technology for 10T. As the name says, this
technology is only usable when devices need to
exchange their data within a short distance. NFC is



commonly wused in smart cards, transportation,
healthcare, access control etc. [15].

B. WSN
Wireless sensor networks (WSNs) play important

functions in the internet of things. Wireless sensors
networks are the arrangements of independent nodes
whose wireless interaction and communication takes
place over restricted or having limitation in the place
and bandwidth. A typical WSN consists of
microcontroller, sensor, memory, transceiver and a
power supply or battery [16]. Wireless sensor networks
contain many advantages due to its features of
intelligence and efficient processing [13]. WSN perform
the computation by three fundamental components
hardware, software, and algorithm respectively.

C.RFID
According to [17] [18], radio frequency identification

(RFID) is one of the essential factors in the 10T and its
applications. It is a major innovation in embedded
transmission and communication criterion or paradigm
which allows the design of microchips for wireless
communications. RFID helps to do the identification by
using a unique id or a barcode in an automated way.
The detailed concept of RFID is discussed in [18].

VI. 10T PROTOCOLS RELATED TO
SECURITY

10T covers a large range of applications, products,
and technologies. For this reason, numbers of protocols
related to the security for loT are getting increased. A
comparison on some of the most important protocols

working at different layers in 10T can be seen in Table 3.

A detailed concept about these protocols used in 10T is
discussed in [19] [20].
Table 3. The stack of protocol related security.

sections which are as follows:

1. Identification
It is important to maintain and manage the identity in

devices and application. ldentification can be either
M2M or H2M. In both ways, it should be manageable
and maintain in order to keep all the security aspects.

2. Authentication
Authentication is one of the major issues in loT to

make synchronization and maintain data authentication
especially when the area is big.

3. Data Management
Data is a major factor for loT. As with the

advancement of device and applications, data from
different standards of objects are in use. There are
several techniques that can be utilized for identification
of the objects in the internet of things. Some of them are
Vision-based object identification, Barcode recognition,
and identification etc.

4. Heterogeneity
Internet of things is that kind of emerging technology

which allows all sort of objects and devices to connect
with each other which bring issues regarding the
security. Table 4 presents the solutions regarding issues
discussed above.

Table 4. Area of Issues and their Solutions

Area of Issues Solutions

Handshaking of algorithms and
pre-shared keys for low power
availability. RFID plays the main part
in the recognition and identification of
entities.

Authentication

Considering their physical address and

Identification by the use of IPV6

Databases software (e.g. SQL, SQL lite

Data management | o)

Architecture known as IDRA must be
used which is particularly intended to
participate in all the devices. IDRA can
attach objects directly without any
gateway. It covers  backward
compatibility and requests fewer
properties.

Heterogeneity
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VIl. ISSUES AND CHALLENGES

In this section, issues regarding security, privacy, and
trust in 1oT will be discussed in detail.

A. Issues regarding security in the Internet of things
Security issues in 10T can be divided into four major

B. Privacy issues in the Internet of things
Many devices are connected together, working

together in both public and in private domain. There is a
tinny or small difference among security and privacy,
mostly security avoid to exchange and process personal
information.  Security  constraints are  mainly
confidentiality, authentication, and integrity but privacy
typically define as verifiability, transparency, and right
purpose [21]. Privacy is important to identify the
authorized end user, user privacy, access control, to do




secure communications, resilience to attacks, and the
most important to build the trust level between the
device or application and the end user.

C. Trust issues in the Internet of things
Trust is developed when there are security and

privacy in the object or entity. Trust is a very
multifaceted concept that is influenced by many
measurable and non-measurable belongings or
parameters. It is associated to security and user safety in
different facets of the entity, trust covers a big area as
compare to security and privacy thus it is not as much as
easy to build and accomplished the trust factor. Another
important concept connected to trust is privacy that is
the capability of an object to control whether, when, and
to whom information about itself is to be released or
disclosed a detailed discussion is in the paper [22].

VIIl. OPEN CHALLENGES

10T is an advance and new era's topic. The concept of
0T is an immense topic connecting billions of things
together with full efficiency and usability. To manage
such big data, heterogeneous networking environments,
and secure information and  communication
technologies, is really a big research challenge [21].
Some of the areas are listed below which will also
represent the open challenges and issues.

e How to achieve complete interoperability

e To design efficient, less energy and fast encryption
algorithm

e Unique identification

device/application

To decentralized the authentication and trust

The symmetric key management scheme

Privacy framework for heterogeneous systems

Standardization

Security and Privacy Protection

Development strategies

IX. CONCLUSION

As we have discussed in this paper about the security,
privacy, and trust that what is security, trust, privacy,
importance, needs, issues, and challenges. 10T is an
emerging technology rapidly gaining importance from
last decade we have to know about the major and basic
concepts of internet of things in order to perform and
use the technology in our daily routines, 10T is not only
used in a specific zone but it is used and applied on
multiple zones either it is homes, grid, health care,
industry, agriculture, and other entities because of that
we have to know about the loT and the important
aspects of it, the concept of IoT is to play safe and

method for each

secure by ensuring about the privacy from which the
trust built and the technology can get more useable and
advance in the future as the needs increases once the
trust, privacy and security factor builds.
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